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Introduction
Standardisation, a subject that till recently held interest mainly for the specialists directly
involved in it, has become a high-profile issue of international politics. The driving forces
behind this are China’s emergence as an influential player in many emerging technological
fields, and its deteriorating political relations with various technologically leading economies,
especially the United States. Perceptions of threats emanating from China, and of the risk that
it might overtake advanced economies in strategic technologies, have focused attention on the
process by which relevant standards - the accepted rulesets guiding technological
development and application - are defined.1
For example, in November 2021 the US National Institute of Standards and Technology issued
a call for public comments on China’s policies and influence in the development of
international standards for emerging technologies. 2 The next month, the US House of
Representatives passed a bill that would commission a task force to report on sixth-generation
(6G) mobile wireless telecommunications, with the first subject on the list being ‘the status of
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industry-led standards setting bodies in setting standards for such technology.’3 In February
2022, the European Commission presented an EU standardisation strategy aimed at
supporting the single market’s resilience and enshrining democratic values in technological
applications.4 The European Union’s Internal Market Commissioner framed this strategy in
terms of growing international competition in standards setting, particularly from China.5
Behind these concerns is the recognition that standards, by shaping the design and use of
technology worldwide, shape the international distribution of economic and political power.
An oft-cited example is mobile telecoms, in which the profits accruing to non-Chinese firms
whose intellectual property shaped earlier generations of technical standards led the Chinese
state to support a greater role for Chinese firms in global 5G standards. 6 As the growing
pervasiveness of digital technology amplifies the security challenges that go with
international connections through digital networks, standards leadership in these technology
ecosystems has emerged as a first-order national security issue, with China at the centre of US
threat perceptions and increasingly those of other countries.

7

In globally integrated

technological ecosystems, relative influence in standards setting shapes the potential for rival
states to ‘weaponize’ technological interdependence.
This report reviews China’s evolving approach to standardisation, leading to a national
standardisation strategy published in late 2021 that describes standards as ‘the technical
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support for economic activities and social development, and an important aspect of the
nation’s basic (socioeconomic) system.’ Brief examination is given to the particular approach
taken by the Chinese government to standards in the context of the ‘Belt and Road Initiative
(BRI). The report then provides two case studies of particular technology fields - 6G mobile
wireless telecoms and artificial intelligence - that illustrate the Chinese state’s approach to
standards governance and its differing orientation towards international and domestic
activities, depending on the context, and the international implications. The report concludes
by considering these issues from the viewpoint of European policymakers.

China’s evolving approach to standardisation
China began to adopt international industrial standards after the Reform and Opening policy
at the end of the 1970s: it restored its membership in the International Organisation for
Standardisation (ISO) in 1978 and convened its first National Conference on Adoption of
International Standards in 1984.8 However until recently, China was mostly a ‘standard-taker’
in international standardisation processes. Since the 18th National Congress of the
Communist Party of China (CCP) in 2012, the Chinese government has started to focus at the
highest levels on promoting China’s increased role in international standard-making, from a
strategic viewpoint. For example, in 2016, the Chinese President Xi Jinping stated that
‘Whoever sets the standard has the right to speak; whoever owns the standard owns the
dominant positions.’9
Following promulgation in 2015 of the ‘Made in China 2025’ technological upgrading strategy,
the Standardisation Administration of China (SAC) commissioned the Chinese Academy of
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Engineering with a two-year research project ‘China Standards 2035’ (CS2035). 10 While it
remains unclear exactly how many of these project’s findings have been adopted, they are
likely to have shaped the National Standardisation Development Outline [国家标准化发展纲
要] promulgated in October 2021 by China’s State Council, the highest executive government
agency (hereinafter the 2021 Standardisation Outline). This document, development of which
was reportedly recommended by CS2035, elaborates strategic goals and action plans in
standardisation out to 2035.11
China’s approaches to standardisation should be understood as an element of its broader
industrial and technology strategies that are aimed at multiple goals: increasing selfsufficiency and therefore independence from foreign-developed and owned technology,
boosting Chinese industries’ competitiveness in global markets and returns from global usage
of Chinese intellectual property, and creating path dependencies that bias future technological
development in favour of Chinese actors. China’s experience with the dominance of foreign
firms in earlier generations of mobile wireless technology led directly to efforts to promote a
more significant role for Chinese firms in 5G standardisation. 12 Furthermore, as digital
technologies underpin a growing scope of social and economic activity, the technical
standards that shape them are becoming an increasingly important foundation of
international political power and influence.
technologies

13

This applies particularly to emerging

in which standards have yet to be fully defined, and where first-mover

advantages may be significant.14
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Technical standards are a form of normative and infrastructural power. They help to embed
particular normative choices in technological systems, and govern the compatibility and
hence interoperability of such systems internationally.15 This affects not just global economic
activity and the relative benefits derived from it, but also the international security balance,
as the 6G case study below illustrates. As digital information and communications technology
(ICT) becomes ever-more pervasive and complex, the Chinese government has focused more
on shaping these systems at a holistic and fundamental level to China’s advantage, with
technical standardisation being a key means to this end.
In this context, standards development is viewed instrumentally by a Party-state that still
seeks to play a direct role in China’s economic and technological development. Many sectors
are seeing expanding involvement by government authorities in the private economy that has
developed over the past four decades. Under Xi Jinping’s leadership, there has been growing
emphasis across the board on centralised ‘top-level design’, reflecting the central leadership’s
confidence that they can devise policy and regulatory systems to guide evolution of an evermore complex Chinese society.
A systematic state-supervised approach to standards development has assumed more
importance in the face of technological ‘decoupling’ pressures from the US and its allies.
Given China’s continuing relative dependence on foreign technology, its experts and
policymakers have become increasingly focused on harnessing resources across Chinese
society to increase national self-reliance. Harking back to China’s Mao-era tradition of
resource mobilisation to drive progress in technologies deemed vital to national security,16
this approach is increasingly referred to as a ‘Whole Nation System’ [举国体制].17 The CCP’s
official journal, Qiushi, recently described this approach as ‘aiming to enhance China’s
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comprehensive competitiveness and national security’. This political imperative is a powerful
driver for innovation in a national standards-setting system that has always been state-centric.
Whereas (for example) the US national representative body at the ISO is not a government
agency, the SAC is a sub-agency of the State Administration for Market Regulation (SAMR),
which is under the leadership of the State Council.18 Other government agencies besides SAC
play influential roles in standardisation of various technological and industrial systems. The
Ministry of Industry and Information Technology (MIIT) for instance influences
standardisation in a range of emerging technologies through its affiliated research institutes,
for example the China Academy for ICT (CAICT). The Cyberspace Administration of China
(CAC) is also beginning to assert a role in regulating the design of digital technologies.
Much standardisation work in China now occurs in technical committees that bring together
government, state-linked research institutes and private industry, sometimes including (albeit
with limited participation) foreign actors. For example, China’s National Information Security
Technical Committee (TC-260), headed by a senior official from CAC, includes in its working
groups representatives from European firms such as Siemens, Nokia and Bosch, although
Chinese ICT companies have dominated contributions to the standards that TC-260 has
released to date.19 As in other countries, some such Chinese bodies are ‘mirror committees’
corresponding to technical committees in international SDOs.20
Reflecting this increasingly complex picture, a liberalisation and devolution in China’s
standardisation approach is underway, aimed at giving more influence to market-driven
factors and non-government actors. A 2018 amendment to China’s Standardisation Law
reduced the scope of government-developed and mandatory standards, while the 2021

18

Standaridisation Administration of China. (n.d.). Responsibilities of the Institution[机构职责]. Retrieved from:
http://www.sac.gov.cn/zzjg/jgzz/#
19

Voo and Creemers (2021), pp. 6-7;

Lee, J. (24 June, 2021). The Connection of Everything: China and the Internet of Things. MERICS. p.5. Retrieved
from: https://merics.org/en/report/connection-everything-china-and-internet-things;
20

Lee, J. (24 June, 2021). The Connection of Everything: China and the Internet of Things. MERICS. p.5. Retrieved
from: https://merics.org/en/report/connection-everything-china-and-internet-things.

7

Standardisation Outline laid out a goal of transforming China’s standardisation approach
from a state-led one to one of ‘equal emphasis on government and market’ [政府与市场并重].21
The 2018 amendment of China’s Standardisation Law originates from a 2015 State Council
direction that identified the obsolescence and inefficiency of Chinese’s then approach of
standardisation.22 This document assessed that the effectiveness of China’s standardisation
system resulted from the ‘fundamental problem of the roles of the government and market
being misaligned’.23 The main purpose of the 2018 reform was therefore to reduce the scope
of government-made standards in order to promote market-driven standard-setting and boost
Chinese standards’ quality and competitiveness.
Previously, China’s standardisation system consisted of (1) national standards made by the
Standardisation Administration of China, (2) industry standards made by ministries, (3) local
standards made by local authorities, and (4) enterprise standards made by individual
companies. Each of those four categories have both mandatory and recommended standards.
Apart from granting legal status to ‘association standards’ [团体标准] developed by industry
associations, the 2018 reform abolished mandatory industry and local standards, leaving
mandatory national standards under SAC’s direct authority.
The 2018 reform also defined areas in which mandatory national standards should be made,
these being (1) the safety of life, health and property, (2) national security, (3) environmental
protection, and (4) basic needs of economic and social governance. 24 This shows that the
Chinese government remains determined to maintain high-level state-control over
standardisation in these broad fields. An example is coordination of the ongoing standard-
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setting process for AI ethics in China by the Ministry of Science and Technology (MoST),
which is examined in case study two below.
Subsequent calibration of standards-setting work within China has made clear the desired
trend towards greater alignment between Chinese and international standards, while
promoting the role of Chinese actors in shaping these common standards. In 2020, directions
from SAC and SAMR emphasised harmonisation of Chinese with international standards,
while pushing for promotion of Chinese-developed standards at the international level.25 The
following year, Key Points of National Standardisation Work issued by SAC, described the
new approach as a hybrid one: ‘government-guided, industry-centric, and interlocking
industry, academia, and research’ [政府引导、企业主体、产学研联动].26
These developments led to the State Council’s promulgation in October 2021 of the Outline of
National Standardisation Development. 27 This document effectively provides a national
strategy for standardisation.28 It sets goals of transforming China’s standards system by 2025
into one in which the state and market play equally important roles, standards usage occurs
throughout society rather than predominantly in the context of industry and trade, and
domestic standardisation work is synergistic with that at the international level.29 Towards
the last goal, the 2021 Outline declares an ambition that 85% of Chinese-developed standards
should become international standards by 2025.30
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The official press conference accompanying release of the 2021 Outline made clear that it is
intended to raise the international competitiveness of Chinese products and standards and
aims to increase connectivity between China and the rest of the world, and promote Chinese
industries’ further incorporation into global markets. 31 In line with China’s wider policy
settings, the evident goal is not to develop a self-contained body of Chinese standards and a
foreign ‘sphere of influence’ within which they apply, cut off from standards spheres of
influence dominated by states hostile to China. Rather, it is to improve China’s position
within and influence over the standards ecosystems of an integrated global economy.
The 2021 Outline reflects the arrival of standards at the centre of attention for China’s politicaladministrative system. There are over two hundred references to standards in the 14th Five
Year Plan for National Informatisation, issued in December 2021 by China’s peak policysetting body for all matters relating to digital ICT, the Central Commission for Cybersecurity
and Informatisation. This document sets out comprehensive guidance - albeit much of it in
the vague and aspirational language typical of high-level Chinese official policies - for
development of China’s digital economy and infrastructure out to 2025.32 Similarly, China’s
2021 Data Security Law aims to ‘standardise data handling activities’, again by diffusing
responsibilities throughout society rather than detailed prescription.33
As indicated by the State Council’s 2015 Direction, China’s standardisation reforms of the last
few years appear to reflect two general understandings. First, China’s previous top-down
hierarchical approach to international standard setting was inefficient, if not counterproductive. As one Chinese commentator observes, it would be more efficient for the Chinese
government to give more agency to industry actors in promoting Chinese standards at
international SDOs.34 However, the growing role for industry players in China’s standardsetting processes must be placed in the context of growing state influence over both stateowned and private companies, in particular those that are involved in emerging ICT
technologies. In that context, this greater role for industry actors should be seen not as a shift
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away from state influence, but as directed at achieving international greater influence for
Chinese-developed standards.35
Second, a more inclusive, multi-stakeholder approach is more likely to promote acceptance of
Chinese-developed standards in other countries or in international SDOs.36 China’s previous
approach to standardisation allowed little space for inputs from domestic and international
standard-takers. 37 According to the director of the Standards Innovation Department of
SAMR, China’s new standardisation strategy as described in the 2021 Outline reflects learning
from other states’ and international SDOs’ best practices, and aims to enhance the alignment
of Chinese and international standards as well as Chinese standards’ international
competitiveness. 38
Chinese authorities and experts may hope to achieve a Chinese version of the so-called
‘Brussels effect’, referring to the incentivisation of non-European private actors to comply
with EU regulations in order to gain access to lucrative EU markets.39 However, leveraging
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market size alone may not be enough for China to create a ‘Beijing Effect’.40 Chinese standards
are more likely to be adopted outside China if developed through a multi-stakeholder process
that incorporates inputs from foreign actors. Further reform in China’s standard-setting
systems is required to accommodate this.41
In particular, a state-centric hierarchical approach to standard-setting is seen as unsuitable for
promoting connectivity with other countries in the context of China’s ‘Belt and Road Initiative’
(BRI): since the Chinese government cannot mandate which standards are adopted beyond
China’s borders, a more sophisticated approach is needed. 42 Much commentary has been
generated over the BRI’s significance in Beijing’s foreign policy and ‘grand strategy’, with the
role of standardisation receiving increasing attention.43 This merits a brief examination of how
the Chinese state approaches standards governance in agreements with other countries under
the BRI rubric.

Standardisation and the BRI - the multi-bilateralist
approach
The State Council published two action plans, in 2015 and in 2018, on standardisation
cooperation with BRI countries. MIIT laid out a detailed action plan in 2018 to promote
bilateral standards recognition agreements in manufacturing industries such as steel, non
ferrous metals, and petrochemicals, and to encourage Chinese telecommunications standards
to be adopted in individual BRI partner countries [在沿线国家应用].44 The 14th Five Year Plan

40
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for National Informatisation includes an exhortation to ‘advance integrated cooperation on
standards’ so as to promote joint infrastructure development in the BRI context.45
China’s approach in promoting its standards in BRI countries runs parallel with China’s
initiatives in international SDOs. The BRI is not a multilateral initiative where agreements
concluded are effective for all BRI participating states; although a ‘BRI Regional Standards
Forum’ was envisaged in the original tasking for CS2035, it was not mentioned in the 2021
Outline. 46 Rather, the BRI is a political label applied to various cooperation agreements
between

China

and

individual

governments

or

regional

organisations.

China’s

standardisation initiatives in the BRI context follow this multi-bilalateralist approach: instead
of seeking to have Chinese standards recognised at a pan-BRI level, the Chinese government
has been concluding bilateral mutual standards recognition agreements [ 标准互认]. The
Standardisation Connectivity BRI Action Plan (2018-2020) stipulates that China should
promote interstate mutual standards recognition and exchanges in key areas of bilateral trade,
technological progress, and industrial transformation and upgrade.47
By the end of 2021, China had concluded mutual standard recognition with 43 states and
regional organisations.

48

However most of these agreements do not provide for

comprehensive mutual recognition of standards, but for mutual recognition on a sectoral basis:
for example, China has concluded such agreements with Russia and Kyrgyzstan for civil
aviation and oil pipelines respectively. 49 They will facilitate cross-border integration and
exchanges within these sectors and may have multiplier effects in terms of flow-on economic
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activity, and of promoting these standards’ adoption by third countries. But they are far from
providing foundations for a self-contained, China-centric ecosystem of standards covering a
large cross-sectoral body of economic activity. This is unsurprising, since this is clearly not the
objective of the Chinese policy settings described above.
To evaluate China’s influence in standard-setting based on the number of states with which it
has signed such agreements would therefore give an exaggerated picture of China’s
international standard setting influence. China also engages in standard-oriented dialogues
with non-BRI countries such as France (e.g. smart cities and railways) and Germany (e.g. in
electric vehicle standards) that are influential in international standards setting, likely with
different strategic goals. Some Western commentators argue that Chinese industrial actors
view standards cooperation as a means of technology transfer from advanced industrial
countries.50
Pursuing mutual standardisation recognition bilaterally or regionally while promoting
Chinese standards in international SDOs likely reflects certain incentives on China’s part. The
‘multi-bilateral’ format of mutual standards recognition dialogues allows China to leverage
its relative technological prowess and market size in negotiations, maximising its bargaining
power. In such settings, China is in a stronger position to act as a standard-setter and hence
to promote the market dominance of Chinese firms than it typically would be in international
SDOs. Mutual recognition of standards promotes path dependencies, with economies that
adopt Chinese standards also acquiring an interest in these standards being adopted by
international SDOs. From the viewpoint of BRI partner states, many developing countries
probably lack the resources to develop their own standards in many fields.
Whether bilateral arrangements with China or international SDOs are likely to be more
influential in shaping the standardisation landscape varies between technologies. In some
cases, a history of international collaboration that provides the foundation for further
development means that international SDOs and collaborative processes will probably
continue to dominate, with China focusing on maximising its influence in these channels. In
other cases, the technology’s greenfield nature and the advance of real-world uses ahead of
international discussions mean that Chinese unilateral domestic practice may be more
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influential in shaping standards abroad. The following two case studies lean towards the first
and second outcomes respectively.

Case study 1: 6G
So-called ‘6G’ wireless specifications represent the next stage in telecommunications
technology. Deployment of 5G wireless technologies is still unfolding worldwide, and has
increasingly become a focus of political tensions between the US and ‘like-minded’
governments on the one hand, and China on the other. 51 Researchers and technology
companies are still at the stage of defining 6G telecoms performance requirements and use
cases, which will shape future technical standards.
For example, the North American ‘Next G Alliance’ industry group launched its technical
work program in May 2021, setting up working groups to tackle such basic questions as which
technologies are relevant to 6G and which applications can make use of 6G infrastructure.52
Generally it is estimated that ‘6G’ services will be commercialised at mass scale around 2030,
with implementations likely to start in the late 2020s.53
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The likely defining characteristic of 6G networks, as described by the European Union’s
public-private partnership for developing 5G infrastructure, is that they will provide “nearinstant and unrestricted complete wireless connectivity.”54 The vision articulated by Japanese
telecoms operator Softbank in August 2021 provides another description of what could be
enabled by 6G networks:

“6G will transform mobile networks into network infrastructure that will support the
digitalization of all industries. With 6G, every business … will be built on the foundation of
mobile networks, just as the Internet became the sole common basic infrastructure for online
communications around the world. … digital and physical spaces will be connected in real
time. What is predicted and judged in the virtual space using AI will be fed back to the
physical space with ultra-low latency.”55

Chinese actors like Huawei and the CCID, a Chinese think tank affiliated to the MIIT, make
similar public estimations. A 2021 White Paper by the CCID projects that the standard-setting
process for 6G will begin in international SDOs such as the Third Generation Partnership
Project (3GPP) in 2023, with the first 6G standard being published around 2026.56 In line with
this timeframe, the official guidance issued by the State Council in January 2022 for
developing China’s digital economy during the 14th Five-Year Plan Period (2021-2025) directs
increased support for 6G technology R&D, and ‘laying out of 6G resources in a forwardlooking manner’[前瞻布局第六代移动通信（6G）网络技术储备].57
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The global politics of 6G will be shaped by the politics of 5G and how they continue to develop.
Starting With the Trump administration, the US and some allied governments have been
leading attempts to channel development along paths that minimise or exclude the role of
Chinese actors. But these efforts have run up against the transnational nature of modern
telecommunications technology, in which Chinese actors have been extensively involved for
the last two decades, and the market power of Huawei as an individual company. The most
effective tools so far to inhibit the global expansion of Chinese telecoms technology have
proved to be US export controls that target Chinese firms’ foreign dependencies in underlying
technologies, specifically in semiconductors.58
These dynamics are shaping the environment within which 6G will be defined and deployed
worldwide over the coming decade. Whatever the particular form and applications of 6G, it
currently appears likely to be an incremental development of current 5G wireless technology
rather than a paradigm change. 59 Huawei’s vice-chairman Eric Xu recently described the
evolution of 5G technology over the next few years as progression to ‘5.5G’, which in turn will
lead over the longer run to 6G: “In the coming years, 5.5G definition and deployment as well
as 6G research and definition will proceed simultaneously.”60
In this speech, Eric Xu also emphasised the dependence of 6G’s evolution on the ‘entire ICT
industry’, at a global scale. As Xu put it, “Whether industry can deliver a satisfactory answer
in 2030 will depend to a large extent on whether the process by which we define 6G is
sufficiently open (and) whether the participants in the definition are sufficiently diverse.”61
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Likewise, the head of China’s official industry association for promoting 6G, IMT-2030,
recently advocated a globally unified standard for 6G.62
These views are reflected in official policy documents.

The December 2021 National

Informatisation plan and the January 2022 digital economy plan both emphasise participation
in international standardisation work.’ 63 China’s senior leaders apparently recognise that
success in building and utilising frontier technologies like 6G is linked to China’s ability to
continue participating in the collaborative transnational processes that have defined ICT
development for decades.64
One example is the evolution of ‘Open Radio Access Networks’ (ORAN). This approach to
mobile telecoms networks involves developing technical specifications that circumvent the
proprietary control held by the dominant equipment vendors (Nokia, Ericsson and Huawei)
over interfaces between different elements of the radio access network, thereby ‘opening’ the
market to a larger vendor ecosystem. The immaturity of this ecosystem and the imperative to
press ahead with 5G infrastructure roll-outs means that ORAN is unlikely to be adopted at
scale in most markets, China included, as a technical solution for delivering 5G telecoms
services. However, it might provide the foundation for the next generation of telecoms
technology from the mid-2020s, as it appeals to telecoms equipment customers and national
governments seeking an alternative to the current vendor oligopoly.65
The US, Japanese and UK governments have been promoting ORAN as an alternative to
equipment solutions provided by Huawei. Yet Chinese companies have been intimately
involved with the development of ORAN from the beginning. The leading international
62
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specifications body, the ORAN Alliance, was formed by merging a US-European industry
group with a Chinese industry alliance (C-RAN) established by China Mobile, one of China’s
three state-owned telecoms operators. 66 China Mobile is one of the ORAN Alliance’s five
founding members (the others being US and European companies), which when acting
collectively have an effective veto over the group’s decisions.67 China Mobile’s chief scientist
is co-chair of the ORAN Alliance’s technical steering committee.68
China’s other two state-owned telecoms operators are also members of the ORAN Alliance,
while CAICT - the Chinese lead for collaborations such as those with the European
Commission and the German government on the internet of things and the industrial internet,
which are key use cases for 5G and 6G69 - is among the group’s academic contributors.70 The
number of participating Chinese entities, which is second only to the number of US members,
has led analysts to describe the ORAN Alliance as “just another way for the Chinese state to
remain engaged and influential over global wireless communications networks.”71
Huawei has been publicly sceptical about ORAN’s relevance to current 5G implementations.72
However, just as Nokia and Ericsson joined the ORAN Alliance in response to momentum
towards ORAN from telecoms operators and national governments, Huawei will likely need
to respond to demand from other Chinese actors to exploit this new technical approach. The
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situation around ORAN thus illustrates how collective behaviour by ‘team China’ is not
autonomous, but is shaped by the technical and incentive structures of a technology stack that
has developed for many years in an integrated global context.
Even from the Chinese state’s perspective, retaining influence over how alternative technical
pathways towards 6G develop is preferable to betting the farm on Huawei, which may
struggle even with China’s 5G roll-out due to the effects of US export controls. Other technical
trends such as the emerging role of satellite constellations, in which the US retains significant
advantages over China, incentivise Chinese actors to stay involved in 3GPP and international
collaborations that are pushing ahead with standardisation work in these areas.73
But despite this recognition of the need for continued collaborative approaches with foreign
partners, there is broad consensus among Chinese sources reviewed for this report that the
competition for leadership on technologies is a zero-sum game of strategic importance that
China must win. This viewpoint reflects the perception that 6G will provide the infrastructure
for application of other emerging technologies, which in aggregate will shape nation-states’
political and economic power in the coming decades.74 Chinese experts and policymakers also
expect that the US will continue efforts to constrain Chinese industry in R&D, foreign market
access and participation in international standard-setting.75
In this context, the ‘Whole Nation System’ [举国体制] approach referred to above is regarded
by many Chinese commentators as critical to China’s ability to remain internationally
competitive in developing and applying 6G technologies. Numerous Chinese sources,
including policy-makers, MIIT-affiliated think tanks’ white papers, and scholars have linked
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China’s future success in 6G with a ‘Whole Nation System’ approach.76 6G is one of the key
projects under China’s 14th Five-year Plan, and so will receive priority in government support
in R&D, commercialisation, and standardisation work.77
Cross-industry, state-supported initiatives to promote R&D efforts in 6G for strategic national
purposes are not uniquely Chinese. For example, the Alliance for Telecommunications
Industry Solutions (ATIS) organised the Next G Alliance in order to ‘advance North American
wireless technology leadership over the next decade’ during the full lifecycle of research and
development, manufacturing, standardisation and market readiness. 78 In 2021 the EU
launched its flagship 6G project Hexa-X, which involves dozens of industry and research
actors from various member states.
However, an important distinction with China’s IMT-2030 is that it is led by Chinese
governmental bodies, providing a direct institutional channel for state influence in shaping
technological specifications. MT-2030 is the institutional successor of the IMT-2020, China’s
government-led initiative for 5G development which was established in 2013. As for
standardisation specifically, the two IMT bodies include designated working groups that
represent China in the International Telecommunications Union (ITU) and the 3GPP.79 Yet
IMT-2030’s work also involves foreign actors: its 6G Vision and Candidate Whitepaper listed
Ericsson, Nokia, and Samsung as major contributors. As Chinese commentators put it, while
pursuing greater technological self-sufficiency in emerging technologies should be a national
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goal, a unified international standard with an enhanced Chinese footprint is commercially
and politically expedient.80
Whether 6G will be standardised globally in the same collaborative manner as previous
generations of wireless telecoms will depend on how different countries manage the security
considerations that shaped global debate around Huawei’s involvement in 5G networks,
which will be still more salient for 6G. The general trend in response is towards security by
design, with security integrated into the basic design of the infrastructure rather than added
as an enhancement to it. 81

82

In this context, Chinese researchers, think tanks, research

institutions and industry actors increasingly discuss ‘endogenous cybersecurity’ [内生安全/
原生安全 83 ] for 6G networks. The Chinese government’s influence in Chinese efforts to
implement and develop this concept is clear. ‘Endogenous security’ is designated as a
candidate architectural technology in IMT-2030’s 6G white paper, and the MoST
commissioned a research project to the Purple Mountain Laboratories [紫金山实验室] on
Endogenous Cybersecurity.84
Chinese concerns about amplified security issues in the 6G era are universal and have
technical aspects. Some cybersecurity challenges concern ‘endogenous’ to 6G networks: they
are so far non-existent and will be created by the new features of 6G infrastructure. For
example, it is expected that AI technologies will be widely applied in 6G networks, and that
vulnerabilities in AI algorithms will therefore pose threats to the larger system. Furthermore
6G transforms mobile networks into enabling infrastructure for a growing range of
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applications and industries,85 the amount and sensitivity of data carried by these networks
will grow exponentially. And in the 6G era, more advanced technologies will become
available to conduct cyber-attacks. For example, development of quantum computers is
expected to eventually compromise current cryptographic algorithms.86
But the security dilemmas that will accompany 6G also reflect competitive international
politics and distrust. Security assurance for the ever-more complex networks that will be
supported by 6G will be closely linked to political concerns about governments that regulate
the actors involved in these networks.87 In this context, political tensions between China, the
US and other countries can only be partially mitigated through mutual standardisation
approaches. The CCID published a Data Security Governance Whitepaper in June 2021 that
illustrates the risks from China’s viewpoint of international digital connections in a hostile
political climate. It defined multiple challenges to China’s data security, including the
potential for cross-border data flows to expose sensitive information to exploitation by foreign
governments, and the discrepancy between China’s leadership in telecoms technologies and
its lack of ‘discourse power’ [话语权] in international debates over data governance norms.88
The potential for such concerns to be seen as outweighing imperatives for continued global
integration in mobile wireless technologies will determine whether 6G is universally
standardised, or whether China seeks to achieve the policy goals linked to its 6G transition by
building a separate technology stack that it then exports to friendlier countries. For insights
into what the latter outcome might look like in practice, we now examine the rapid technical
and regulatory developments in China for another emerging technology.
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Case study 2: artificial intelligence (AI)
AI is one of eight ‘digital economy key industries’ [数字经济重点产业] identified in China’s
14th Five-year Plan.89 China’s AI industry was estimated by CAICT to have grown 15.1 percent
year-on-year in 2020. According to China’s Development Plan on the New Generation of
Artificial Intelligence published in 2017 (hereinafter the 2017 AI Development Plan), AI drives
upgrading in Chinese industry and its move towards the higher end of global value chains.90
AI is also considered to be a technology which can boost China’s military sector and national
defence capabilities. 91 The 2017 AI Development Plan points to developing common
standards for both civil and military applications, consistent with China’s civil-military fusion
efforts.92 The digital economy development plan issued in January 2022 sets numerous goals
for AI, including supporting key emerging fields such as autonomous driving, smart cities
and intelligent manufacturing.93
Applications of AI are giving rise to various governance dilemmas that will be challenging to
regulate in terms of addressing competing ethical and legal requirements. Take for example
self-driving cars: in an accident caused by an AI algorithm, which human person or legal
entity should bear responsibility? These questions are still more challenging in the context of
military AI systems and uses of armed force, addressed specifically below.
From the perspective of international competition, governments face another dilemma
concerning AI governance. Over-regulation risks hampering the industry’s competitiveness,
89
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and thus potentially disadvantagering the nation in competition with rivals which impose
fewer constraints on AI development. This topic is extensively discussed by Chinese analysts
in the context of AI governance.94
Standards-setting for AI is already underway in international SDOs. By one 2020 assessment,
85% of international standards, including in the field of AI, have been adopted by the ISO.95
The ISO is a multilateral organisation, the full voting members of which are national
standardisation organisations most representative of standardisation work in their host
country. As of 2020, China has presented 23 AI standards from a 2018 White Paper on AI
standardisation issued by the China Electronics Standardisation Institute (CESI), arguing that
these urgently need to be adopted for the further development of corresponding technologies.
Of these, about 20 are being considered for adoption by ISO.96
As development and commercialisation of AI technologies in China has progressed, the
Chinese state government has also intensified coordination and policy-planning efforts
towards regulating and standardising AI. In 2020, the SAC published the Guide for the
Development of a New Generation AI Standards System [国家新一代人工智能标准体系建设
指南] (hereinafter the 2020 Guide). This document sets out a timeline for national-level standsetting during the period of the 14th Five-year Plan (2021-2025). The 2020 Guide aims to clarify
top-level design of AI standardisation and research on fundamental AI standards by the end
of 2021, and to build a preliminary AI standards system by 2023.
In the hierarchy of the future Chinese AI standards system defined by the 2020 Guide,
standards concerning ethics, privacy, and security (category H) are stipulated to have
regulatory effect, governing other AI standards. AI ethics standards appear to fall within the
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scope of national mandatory standards as defined by China’s 2018 Standardisation Laws.
Accordingly, AI ethics standards in China will form the basis for nationwide legally binding
regulation that governs other categories of AI standards as described in the 2020 Guide, for
example ‘industry application’ [行业应用] standards, or function-specific standards such as
for computer vision or machine-human interaction. According to the 2020 Guide, preliminary
studies on Chinese AI ethics standards were to be completed by the end of 2021.
The emergence of a Chinese national standards system for AI is important to impose
coherence on the recent flurry of activity by different state agencies to regulate and shape AI
technologies. These initiatives seem to have been pushed forward largely independently, with
only secondary indications to date of coordination between the state actors involved. 97
Interactions between these agencies will shape China’s overall governance regime for AI, and
the activities of private firms in developing and applying the technology. The direction in the
2021 Outline for standards work to support ‘integrated application of new-generation
information technology such as artificial intelligence, big data and block chain’ highlights how
the development of AI standards in China is likely to have flow-on effects to other emerging
technological fields.98
In September 2021, the Cyberspace Administration of China (CAC) published draft
regulations for internet recommendation algorithms, with two aspects deserving particular
attention. First, CAC’s Guiding Opinions on Strengthening Overall Governance of Internet
Information Service Algorithms stipulates that recommendation algorithms should
‘disseminate positive energy’ [正能量].99 This terminology is used by Chinese authorities to
describe official guidance of public opinion, a mission in which CAC plays a central role:
CAC’s director is also deputy director of the CCP’s Central Propaganda Department.
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Conversely, other provisions break ground in international debates over governance, 100
notably the requirement for algorithm providers to ‘give an explanation and remedy
situations in which algorithms have infringed on user rights and interests’.101
These draft CAC regulations were promulgated in official form at the end of 2021, and will
come into effect in March 2022. Changes between the draft and final versions included
removal of the express prohibition on ‘discriminatory or biased user tags’ in algorithmic
recommendation systems. 102 The CAC also published in September 2021 a three-year
roadmap for comprehensive governance of all internet service algorithms - co-signed by nine
other state agencies that will provide input to the roadmap’s implementation - with the goal
of developing a ‘standardised algorithm ecology’.103
Another state-linked actor shaping China’s AI standardisation work is CAICT which is
cooperating with China’s AI Industry Alliance on testing and certification for AI systems. In
July 2021, CAICT published China’s first white paper concerning ‘trustworthy AI’, which
focuses on testing methods for robustness, bias, and explainability. 104 The core principles
proposed in this document seem similar to those being proposed by Western actors, but
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CAICT is leading the way in translating these into implementations105 By November 2021,
CAICT was issuing ‘trustworthy AI’ certifications for facial recognition systems in use within
China.106 Among the firms that achieved an ‘excellent’ grade through this certification process
was Cloudwalk, which is subject to US sanctions based on its provision of biometric
surveillance technology in Xinjiang.107
AI ethics in particular provide an example of how the current state-led direction in China,
while apparently positive in many respects, may also have undesirable consequences from a
European viewpoint. In July, 2021, the MoST published a consultation paper [征求意见稿] on
Opinions for strengthening Governance of Technological Ethics [关于加强科技伦理治理的指
导意见 ], and sought feedback from societal and industrial stakeholders till 26 August, 2021.108
This document defined five principles for AI ethics governance: (1) AI should enhance the
well-being of humankind. (2) AI should respect for the right to life, (3) AI should maintain [坚
持] fairness and justice and prevent discrimination and prejudice, (4) AI should reasonably
control risks, (5) AI should be open and transparent.
In September 2021, MoST published Ethical Norms of New Generation AI [新一代人工智能伦
理规范] (hereinafter ‘the Ethical Norms paper’).
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principles for AI ethics reflects MoST’s July paper, it deleted the original wording of ‘AI
should prevent discrimination and prejudice’. Instead, the Ethical Norms paper proposes to
‘offer alternative products and services based on the need of the underprivileged’ [应充分尊
重和帮助弱势群体、特殊群体，并根据需要提供相应替代方案].
This example shows that the wording in the Ethical Norms paper on prevention of
discrimination is ambiguous, and raises concerns about whether future Chinese AI Ethics
standards will facilitate the use of AI technologies to discriminate between ethnic and socioeconomic groups. Furthermore, it is unclear whether these changes resulted from input by
Chinese industry actors, or from reconsideration by MoST or other government actors.
These kinds of distinctions merit attention from European regulators, as they indicate the
direction in which Chinese regulators are leaning and the form that finalised official standards
may take. Propagation of a principle such as differential application between social groups at
the discretion of state authorities is likely to shape the real-world use of AI within China in
ways that conflict with the commitment to ‘human-centric AI’ by EU member-states such as
Germany and by the European Commission.110
Take for example, the export of digital surveillance technologies to China by Dutch firm
Noldus.111 According to Amnesty International, these products are specifically designed to
enable non-covert surveillance by digital systems to monitor, extract, collect and/or analyse
data from individuals. Furthermore, at the time of the transactions covered in Amnesty’s
report, Noldus’s technology also included facial, gender, age and ethnicity recognition - clear
examples of biometric technologies.112
In response, Noldus’ Director of Information Technologies argued that it is technically not
possible to use the firm’s products for the purpose of surveillance, since ‘there are only four
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video files on the computer with human behaviours’.113 Noldus also mentioned that the usage
of their products by universities that are connected with Chinese public security services, as
reported by Amnesty International, always requires the consent of research participants.114
Nevertheless, recent policy developments in China warrant additional caution for European
regulators: Given existing concerns about violations involving state and non-state actors in
China of norms established in international human rights law (IHRL), the ambiguity in the
anti-discrimination norm in MoST’s AI Ethical Norms paper raises questions about exporting
these kinds of technologies to China. For example, observable applications inside China of
‘emotional recognition’ AI are arguably inconsistent with the IHRL right to nondiscrimination.115 In this context, the removal of an anti-discrimination requirement from the
final version of CAC’s internet recommendation algorithm regulations and from MoST’s
September paper on AI Ethics - and in the latter, substitution of an express endorsement of
AI’s differentiated application among social groups - can be expected to entrench real-world
outcomes that in Western countries would be regarded as undermining global human rights
standards.
By comparison with mobile wireless technology, AI is less likely to develop according to
globally unified standards. The imperative for cross-border interoperability that drove global
telecoms standardisation is less relevant for AI applications, which cover a range of disparate
uses and so do not need to be developed as a coherent body in order to meet the functional
requirement in question.116 Although basic ethical standards are established by IHRL, which
almost all national governments (including China’s) at least partially subscribe to,
governments have distinct normative positions on how such concepts as privacy, freedom
from racial discrimination and freedom of association are given effect in practice. Private firms
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providing AI technologies can be expected to configure their products to comply with
differing regulatory regimes in different jurisdictions, which seems to be emerging as the
typical approach of multinational companies to regulatory divergence between nations in
digital technologies.117
If advanced industrialised states develop separate AI ethics standards systems, China may
focus on concluding bilateral standards mutual-recognition agreements on AI ethics with
developing countries that are more open to Chinese approaches This could lead to a
competitive race with the US and EU over which jurisdiction’s standards apply in large parts
of the world, with far-reaching economic and political implications. Such an outcome would
be an example of the emergence of digital ‘spheres of influence’ led by rival technology great
powers that commentators have warned about.118
There is one field of AI applications where there appears to be significant alignment in both
technical practice and political incentives between China and Western countries: military uses
of AI, and in particular lethal autonomous weapons systems (LAWS). Although China in 2018
called for a ban on the use of LAWS, this call did not extend to banning research and
development, and was based on a narrow definition of LAWS that does not appear to describe
weapons systems being developed by any nation-state. 119 All military powers seeking to
employ AI seem to be adhering to certain standards, most notably retention of ‘meaningful
human control’ over LAWS, in view of the technology’s current capabilities and of common
incentives: for example, to maintain ultimate human control over machine decision-making
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in applications of lethal force, and core principles of international humanitarian law such as
distinguishing between combatants and non-combatants.
During the December 2021 session of the UN forum in which international regulation of
LAWS is being discussed, China put forward its first proposal to regulate military
applications of AI.120 This statement echoes the ‘human-centric’[以人为本] language used in
China’s 2020 Guide and Ethical Norms Paper, and advocates compliance with “international
humanitarian law and other applicable international laws,” while simultaneously advocating
that international regulation ‘observe national and regional ethical norms in… relevant
weapons systems’.121 The issue is not China’s official support for these broad principles, but
rather the way they are operationalised in technical design of these systems. Because LAWS’
technical parameters are still evolving, the development process can embed normative
principles by designing in relevant safeguards, such as the capacity to attribute responsibility
to human individuals for decisions by AI-enabled weapons systems to use lethal force.122
Given that China has for years been the world’s leading exporter of armed drones, and that
governments purchasing such systems are likely to stay with their initial supplier, the extent
of safeguards and accountability measures built into Chinese-made LAWS may significantly
impact how AI ethics are respected in armed conflicts worldwide.123 A UN report’s finding
that fully autonomous use of lethal force by an unmanned aerial system occurred recently in
Libya’s civil war highlights how this issue is being driven by technology’s use on the
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ground. 124 Rapid advancement of AI ethics practice in China may therefore be more
influential in shaping global norms within this field than international discussions towards a
common global framework.

Implications for European policymakers
European decision makers should grasp that China is no longer just a ‘technology taker’, but
a ‘technology maker’ that is increasingly shaping the direction of international technological
development, especially of applications. Technical standardisation is a key means through
which the Chinese authorities exercise ‘grand steerage’ - their limited but pervasive
interventions to guide the collective activity of Chinese actors throughout the economy in the
desired direction.125 There is still much uncertainty over whether the growing weight of state
‘steerage’ over China’s private sector will support or suffocate innovation and
competitiveness. But it is clear that the pace of state-led standards development in China
means that Chinese actors are already leading the world in grappling with certain normative
and technical questions.
Notably, Chinese state agencies are breaking new ground in AI regulation. As described in
the preceding case study, the CAC’s recently finalised regulations for internet services
recommendation algorithms include globally unprecedented measures such as users’ right to
an explanation of how algorithms affect them - an issue that has been extensively debated in
the context of the EU’s GDPR, and relates to a key emerging technical field in AI
development. 126 As Chinese authorities start to implement such regulatory measures into
practice, other countries may start using these as reference points for their own’ development
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of AI governance, or may simply adopt Chinese standards and Chinese AI solutions designed
accordingly.
Even if a united front towards China does emerge among the advanced US-allied economies,
this would not solve the geopolitical and economic challenges linked to China’s technological
rise. Increasingly, digital technology ecosystems - on both the production and consumption
side - are being influenced by the developing world.127 Global electronics supply chains and
the fastest growing markets for digital technologies are currently concentrated in the region
with the deepest ties to China’s economy: East and Southeast Asia. 128 As foreshadowed by
the debate over Huawei’s involvement in 5G networks worldwide, the ability of Chinese firms
to offer desirable technological products will facilitate market access abroad and the adoption,
whether through formal agreement or by default, of associated technical standards.
In the context of strategic technological competition with China, European policymakers must
also be vigilant about the full implications of alignment with US-led approaches, and growing
pressure from Washington for cooperation on technical standardisation issues. While US
partnerships will always be less politically problematic than Chinese ones in this context, this
does not mean that European interests are best served by simply following a US lead on the
technological development pathways set by standardisation choices. For example, in the case
of wireless telecommunications and 6G, ORAN may turn out to be a pathway to market
dominance by US firms over European competitors and customers.129
The increasing contributions by Chinese actors at the developmental frontier of technologies
such as 6G and AI may require re-evaluating the role of China-Europe collaborations. For
example, Purple Mountain Laboratories - which as noted above is commissioned by MoST
with developing the ‘endogenous security’ concept for 6G, and which recently claimed to have
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achieved a world record in data transmission using 6G-oriented technologies130 - collaborates
with several European universities.131 These types of partnerships will draw growing scrutiny
from policymakers in both the EU and Washington DC, with concerns unlikely to be assuaged
by China’s increasingly intrusive data governance regime and assertions by Chinese
authorities over activity by Chinese firms and research institutions.
Finally, continuing development of AI for military uses by the US, China and other states will
require European policymakers to grapple with the implications, notwithstanding support by
many EU member-states and the European Parliament for a ban on LAWS.132 As AI-enhanced
military systems proliferate globally, this will not simply present ethical dilemmas, but may
undermine international strategic stability. This problem will be more severe if such military
systems are developed by nations independently without coordination on standards, or
mutual arms control mechanisms of the kind that were agreed during the Cold War’s later
stages for nuclear weapons.133
Based on the foregoing discussion, some general recommendations may be presented for
European policymakers concerning response to China’s national standards approach:

•

Indiscriminate opposition to Chinese participation in international SDOs and
standardisation work should be avoided. Such an approach would accelerate global
technological bifurcation, undermining a range of interests for the EU as a whole and
for individual member states, and would become increasingly difficult to reverse.
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•

Instead, attention should be paid to behaviour of Chinese participants in specific
processes. Undesirable behaviour, such as apparent block voting by Chinese actors in
past cases involving mobile wireless standards, should be addressed case by case.

•

While international discussions about desirable standards frameworks are important,
more focus should be placed on real-world implementation of standards. If the EU
cannot present actionable alternatives to Chinese standards, the latter will gain ground
in third countries that prioritise benefiting from use of the relevant technologies.

Conclusion
China’s approach to technical standardisation has undergone significant evolution in recent
years and bears close watching, as it increasingly shapes the real-world development of
emerging digital technologies. As one recent assessment puts it, this is a ‘state-centric variant’
on standardisation practices that are not fundamentally different from those in Western
countries. 134 The Chinese state is simply more involved than its Western counterparts in
supporting and pushing Chinese firms in directions that serve the nation’s industrial and
hence strategic policy goals. This has led to quantifiable gains by Chinese actors in some
sectors, although they remain far from displacing the influence of Western actors in any
technical field or international SDO.135
However, this picture may start to change significantly as Chinese actors become pioneers in
certain emerging technologies, and as rising ‘decoupling’ pressure from the US and likeminded states steers Chinese actors towards ‘multi-bilateralist’ approaches with more
receptive countries. The top levels of China’s reformed standards governance system gives
non-state actors a greater role, but this sits within a regulatory and policy framework that is
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steered by state authorities, and which conceives standards as a key element of national power
and an instrument for prosecuting policy goals.
Nonetheless, the above case studies of 6G and AI show that the implications of Chinese
domestic standardisation activity and participation in international SDOs should be
considered on a case by case basis. From a foreign viewpoint, the important factors will often
be the level of compliance of a particular process with local regulation and policy, rather than
the fact of participants having Chinese nationality. The European Commission’s 2021 report
on 5G supply market trends, for example, recommends that O-RAN Alliance specifications be
reviewed for compliance with the WTO Code of Good Practice and EU Regulation 1025/2012
before being translated into European (ETSI) standards.136
The simultaneous rapid advance in China of standards governance and technical
development in emerging fields will have major consequences for the evolution and
employment of new technologies worldwide. Chinese authorities and stakeholders still see
great utility in collaborative international approaches to technical standardisation. But in the
face of worsening relations with advanced economies, and an intensifying international
contest for technological leadership, China’s standardisation regime is also focused on
enabling technical advances within China and exporting these beyond the nation’s borders.
Monitoring the tension between these two orientations across a widening field of emerging
technologies will be critical for European strategic and industrial policy going forwards.
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